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The reality
• Fraud is one of the easiest crimes for someone to 

commit.
• Average loss is 311 dollars.



Individual 
• What types of scams are we seeing?
• How are they contacting people?
• Who are they targeting?
• Why?



Types of individual fraud

• Phone 
• Mail (Letters)
• E-mail
• Social Media
• Skimming
• Job
• Romance
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Phone scams
• Phone scams are increasing
• Easy way for scammers to get your info (can be 

gradually over time)

EXAMPLES:
• IRS wanting money
• You are under arrest/warrant
• Grandma scam
• Your computer is hacked



Text scams
• Will ask who you are.
• Will continue to text and ask for additional information.
• Will say you won something, but that you must pay them 

first. (sweepstakes or publisher’s clearinghouse)
• Will pose as a company and say you got hacked.





Letters
• You won the lotto!
• Fake letters from known 

businesses/companies.
• SDG&E/AT&T/Social Sec
• Report all letters to your

local Postal Inspector.

https://www.uspis.gov/report



E-mail
• They need your help.
• You owe them.
• Someone has used your account/hacked.

• Suspicious links.
• Fake company emails.
• Threats.









Imposter fraud

• Sometimes hackers get into company e-mail.
• Be skeptical when you are asked for large 

amounts of money in a short amount of time.
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Social Media
• Be wary if you are contacted out of the blue 

by someone you don’t know.
• Never send anyone money through a social 

media platform/connect your cards.
• Put your accounts on private.
• Do not put your info out there.
• Double Facebooks
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Romance Scams



Job Scams
Be Suspicious if:
• You receive a job offer 

without an interview.
• You receive a check before 

you start a job. 
• You are asked to cash the 

check, send a portion of the 
money to the sender, and 
keep a some of the money 
for yourself for your trouble. 



Skimming
• Gas pumps
• Waitresses/ Waiters
• Point of Sale (POS)
• Checkouts
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Green dot/Apple iTunes 
cards/Any type of gift card

• Know it is a scam if they are asking for these types of 
payments.

• You cannot pay off a warrant with any of these.
• Never give any info out to the people asking for these.
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Cryptocurrency





Cyber Attacks
• Predicting 5.2 trillion loss from companies.
• Criminals follow where the money goes.
• They will sell your info.
• More of your personal info = more money scammers get.
• Lots of the info they find about you can be found on free 

Wi-Fi.



COVID 19
• Supplements
• Resources/ PPE
• Check deposits (stimulus checks)
• Government agencies (IRS, WHO)
• Donations



ID Theft Resource Center
• Helps anyone with identity theft problems
• Will guide you if you are ever a victim of fraud or identity theft

• They’re FREE!



www.ftc.gov



Protect yourself!
• Watch your credit reports.
• Keep your info to yourself.
• Put credit freezes on your accounts(TransUnion, 

Experian, Equifax). 
• Make it harder for 

others to contact 
you.



Be smart!
• Make everything on your social media 

accounts private.
• yourself.
• Don’t give out any info if you don’t have to.
• Stop answering your phone when you don’t 

know who it is.
• Strangers are not your friends.



Remember…
• If it’s too good to be true, IT IS.
• If you doubt something, question it.
• Be careful of what personal info you are giving out.
• Stay in the loop about what kinds of scams are 

occurring
• Talk to each other!



Questions?
Monica Cordero 

Crime Prevention Specialist 
Financial Crimes and Elder Abuse Unit

Desk Line: (858) 285-6226

If you need to report fraud, contact your local law 
enforcement agency.
SDSD Non-Emergency

Phone Number:

(858) 565-5200
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